IRS-Meeting-Log-20050113. txt Page 1

3rd Interdomain Routing Security Workshop

2005/01/13 14:00-18:00
Cisco 13F
50

1. Agenda
1) (D)DoS

2) IsP
DTI

3) JPNIC
JPNIC

2.
2.1 (D)DoS

- DDoS
- RiverHead
- Cisco DDoS
- ISP DDoS
- URPF
- Remote Triggered Blackhole
- IP source tracker

- Netflow/sFlow
- DDoS
- /
- s
N Worm
e.g.) IRC
e.g.)
—Reload
- DDoS
- DDoS
- Flow
- flow
http://www.ddoswor Id.com/
- Reference

- Distributed Denial of Service (DDoS) Attacks/tools -

(BOTnet)

F5

http://staff.washington.edu/dittrich/misc/ddos/

- DDoS World
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http://www.ddosworld.com/
- Bots &; Botnet: An Overview

http://www.sans.org/rr/whitepapers/malicious/1299.php

SANS

- Cisco DDoS (  :RiverHead)

Q:
Q:
Q:

0:

DDoS
100%

- Cisco Traffic Anomaly Detector XT5600
- Detector
- TAP,

-~ Cisco Guard XT5650

2U
Anomaly Detector
Guard
Detector filtering/shaping
iBGP routing
Guard
- Policy routing
- L2
L3
- uplink
- Policy Routing
L2
- L2
- Guard next hop
1Gbps
- CEF load sharing
Next-hop
Q&A
?
A:
NP ?
A:
(11 Diversion Architecture
A:
BGP peer iBGP peer ?
A: 1BGP eBGP
?
A:RiverHead more-specific eBGP
static) longest match RiverHead

)

OK (e.g. OSPF,

RiverHead




administrative distances
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Q:ProtectedZone OSPF
A:Cisco eBGP (20)
OSPF /24
Q:Protected Zone iBGP
A: Yes
Q: host ?
A:
Q:DDoS
A:Guard
Q:Guard
A:1Mpps
Q:Guard
?
A:
Q: Cisco
A: Juniper
: CEF
A: CEF
CEF
Q: B
A: static
5 /32 5
Q:
A:
- policy construction (
- threshold tuning (
- Detector
- Guard
Guard

—Multi-stage Verification Process

- Multi-stage Verification Process

1)
2)
3)Anti-Spoofing
4)

—

—

5) rate limit

—

BGP peer Bo

Guard

Cisco

Guard

OSPF (110)
/25

arder router

MTU
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- Anti-Spoofing

—HTTP, DNS, SMTP, 1
-L4 HTTP

- SYN cookie, Safe reset, TTL, DNS Authentication, Redirect

- Anti-Spoofing
- analysis
- static-filter

- basic anti-spo
- SYN Cookie

Guard Red

- strong anti-sp

- HTTP
- IP
An
- Basic Protection
Protection
- Q&A
Q:gray-zone
A:
rate 1
Q:random port ?
A: port
“A: 1
Q:
A:
Q:flow ?
A: source address
Q:HTTP

A:anti-spoofing
Q:

A:
Q:DNS

A: trucked flag
Q:Detector

A:
Q:Detector Duard

A: Guard
Q: Guard

A:
Q:

Page 4

RC, ....

basic protection
of

redirection
HTTP GET
irect
client
strong protection
oof
Guard HTTP Proxy
drop
drop
SYN
alysis Basic Protection
?
rate
init
guard
2
DDoS
/
rate limit
TCP
Guard

drop

drop

Strong
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A: L4 HTTP
“AcL4 HTTP
Q:
A: 1P
0Q: src/dst ip
A: socket src
Q: address spoof port scan
A:
Q:truncate
A:
0: DNS
A: DNS
Q:
A:
&
1
-=ISP—...... -—-1SP--- -
T T
- , )
- End Point
- ISP Guard/Detector
N Routing (tunnel
Guard zone 30)
- Peering point
- ISP
- BGP  peer
- BGP peer
- ISP
- ISP

DNS
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- Guard 1SP/iDC co-location

- 1SP
- Guard
B BGP peer
- co-location
- Guard ISP/iDC
- ISP
- Guard ISP
- Guard Cluster
- Q&A
Q: Guard
A:Guard 30 30
Guard 30
C:
C:
0:
A:
Q:
A: Lab
C:ACCS 1 DoS 700Mbps  DoS
Q:iDC BGP static
A: BGP
C:ISP
/25
C:100Mbps

* Cisco Traffic Anomaly Detector
http://www.cisco.com/japanese/warp/public/3/jp/product/hs/security/tad/

* Cisco Guard DDoS
http://www.cisco.com/japanese/warp/public/3/jp/product/hs/security/gdma/

- DDoS
- URPF
- Strict Mode

- BAS ?
- 1P 1= BAS
)

- BAS URPF ?
- static ingress filter
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- ?
- Source IP address spoofing ?
- Loose Mode
- ISP
- | BAS ISP
- Strict Mode
- RPF multi-home
- Remote Triggered Black Hole
- blackhole BGP
- shaper
- DNS
- 0K
- RTBH : Source
- URPF loose mode
- Source IP address next-hop
- RTBH 1 community
- RTBH community
- trigger static tag tag
community update
—black hole
- : ISP
- RTBH : Customer Trigger Blackhole
htfp://www.secsup.org/CustomerBlackHole/
- IP source tracker
- routing 1/F
- traceroute
- tracking 1P source
1/F
- NetFlow
- e.q.) Arbor Networks
- Cisco GSR Sampling
- NetFlow/sFlow ON

—

- managed service
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AT&T
DDoS defense
Sprint
IP defender
rackspace
DDoS Mitigation service

Reference

ISP Security Essentials
http://www.getitmm.com/bootcampflash/launch.html

A Summary of DoS/DDoS Prevention, Monitoring and Mitigation
http://www.sans.org/rr/papers/70/1212_pdf

Cisco ISP resource
ftp://ftp-eng.cisco.com/cons/isp/security/

AT&T News Release

http://www.att.com/news/2004/06/01-13096

Sprint gussying up security offerings
http://www.nwfusion.com/news/2004/101804-sprint.html
Riverhead Protects Rackspace

http://www. lightreading.com/document.asp?site=lightreading&doc_id=39120

IRS workshop
brush up

- XSP operator

- Prefix

Prefix-based

Prefix +AS-PATH

- Transit

2.2.1
- AS

or

1 AS
.2 peer/transit ,
.3
1 AS

.2 peer/transit s

3 IX
1,2

WNNNDNRP R R

ingress source address filter
special-use IP address filter
(RFC1908, loopback, multicast...)

egress source address filter
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- special-use IP address filter
(RFC1908, loopback, multicast...)

Q:egress filter ?
A: egress filter / ?
A:o
> XSP private address
(e.g. ICMP error) ?

[gle]

- 2.1

- XSP
C:

- telnet, snmp, syslog, ssh ...

C: ingress destination address filter
C:destination RFC1908 address XSP
?
c (
)

—pending
C: silent discard
C:ICMP unreach
C: spoof source ICMP error

- pending

- AS (peer/transit )

- BGP BGP ingress packet filter

- AS , IX , private-peer segment BGP

accept

AS (peer/transit
- ingress prefix filter
- special-use IP address
(RFC1908, loopback, multicast, ...)
AS prefix(or longer prefix)

- default
- egress prefix filter
- special-use IP address filter
(RFC1908, loopback, multicast, ...)
- default
- AS-PATH
- Private AS filter (e.g. "remove-private-as')

- IX
- 1X (or longer)
e.g.)
AS200 AS100 10.10.10.0/24
IX

AS100---]---AS200
| 10.10.10.0/24

- AS (peer/transit )
C: 10.10.10.0/24
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C:
- ISP 10.10.10.0/24
- 1ISP IX
- CDP IX ?
- CDP, XDP, STP, IGMP, OSPF, ...
- IX
- JPIX
- IX
C: peer/transit ?
C: filter
C: port 179 ICMP-ECHO
C:
2.2.2
- AS
- ingress source address filter
- accept
- peer/transit
- prefix ingress prefix filter
- ISP
- reject ingress prefix filter
C: punching hole
C:

-

- unallocated ingress prefix filter

- Bogon List
- RIR size ingress filter
- RIR size

- reject ingress prefix filter

- URPF, max-prefix-limit, TTL sanity check
c:

c: BGP Tips
BGP

A: out of scope ' (telnet, snmp..

A: pointer

- IRS
2 3 Draft

)
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2.3 JPNIC

C:
C:

C:
Q:

JPNIC

- 1P
- JPNIC AS
- AS AS

- whois
- JPNIC JPNIC
- APNIC JPNIC

1P
- 1P 2

- (WHOIS )
JPNIC AS

— (WHo1S )

?
text file script
JPNIC AS assigned
e.g.) whois -h whois.nic.ad.jp "AS ALL"
whois DB JPNIC

- 1P
whois ?

assign netmask
A: JPNIC ( )PI address list

C: ERX

4 JANOG

Agenda
IX JPX1
(0TI




