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- Darknet

m AS65531 10.0.0.0/8
= Prefix longest match next hop
= AS

AS 65531

10.0.0.0/8

Internet )
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m The Team Cymru Darknet Project
= http://www.cymru.com/Darknet/

m Network telescope

= http://www.caida.org/analysis/security/telescope/
m Internet Motion Sensor

= http://ims.eecs.umich.edu/index.html

m Backscatter,
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dumnet

= (WA@Y
H

= TCP SYN SYN+ACK
o ICMP ECHO Request ECHO

Reply
= Bind()
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= TCP
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= Windows RPC
Windows 135~139, 443

m /

m |P Address Spoofing
= TCP 3way handshake
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m 202.X.X.0/24 * 3 m 133.X.0.0/16

Dumnet

g g Dumnet
Management
Network

Management Network

IGP

Default Route mWCO| [Sei
133.X.0.0/16
133.X.Y.0/24

* DIX-1E/NSPIXP3 peer only
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M C O W

= Routable on the = DIX-IE/NSPIXP-3
Global Internet Peer only
m 5/16 19:16 ~ 6/26 = Mostly from Japan
16:46 m 6/13 18:37~ 6/25 17:59
m 90 0620 ml 2396 4200
= 2.3 / = 1466.2 /
= 261 / / = 157 / /
= 55 / = 9 / g\
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m MaxMind GeolP
= http://www.maxmind.com/

= RIR Whois (?)
I=
API

m IP
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C: Source IP

(Routable on the global Internet)
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W: Source IP
(Mostly from Japan)
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Source IP

u / (TCP)
= C: 776,318
: 64,813
= W: 203,611
: 112,604
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PPS

average pps/bps
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OS

OS
m pOf
= Passive OS Fingerprinting

= TCP Window , TTL, TCP
OS

= http://lcamtuf.coredump.cx/pOf.shtml
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OS by Source IP Address

OS

Cisco

67

NetCache

19

SymbianOS

12

Eagle

PocketPC

Redline

BSD/OS

HP-UX

RPIN[W W[W

OS Count
Windows 22,178,824
Detection Failed 4,252,537
Linux 333,671
Solaris 9,799
NMAP 3,699
FreeBSD 994
OpenBSD 993
CacheFlow 213
Novell 189




OS Default TTL:
m 32, 64, 128, 256

TTL
TTL

m TTL5H2 64-52=12
12 hop
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3127/tcp

o Worm
= Mydoom, DoomJuice, Novarg, Solame...

[ 5
http://www.nai.com/japan/security/virM2004.asp?v=W32/Mydoom.b@MM

= Mydoom.B
= 3127/tcp
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1. TcpP

2. 512byte
I
0 56
3. 5 (
4.
m file(1)
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O C

= : 5/16 19:16 ~ 6/26 16:46
= 50 2718
m MS-DOS executable
Others ’ 4%
24%
Japan
United 40%
Kingdom
5% 96%
Taiwan ( B MS-DOS executable (EXE)
6%

m MS-DOS executable (EXE), OS/2 or MS WindQ(\sg'\i
\
L SR k\ C

- 2 mv
glm 7-£s o NGE
17% IRV IRV DN~



2005/7/8 2718

@Nurtun AntiVirus .:L:'J.E!
i {%?Er"]'r{f e F - FLiES
Eiglj 1 -Ij = F . Marton Antivi
e £25 Marton Antiv
HE
Alks:

FEhalk:
]

P e |




W32.HLLW.
Doomjuice
11%

- WB32HLLW.

Doomjuice.B
/ 9%
A W32.HLLW

.Gaobot.gen
2%
Not Detected
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0 Anti-Virus
|
.
m http://www.clamav.net/ e Trojan Downloader.Defi-35 | 51
/ Vessel‘.A-l Worm.Gaobot.HK 40
Trojan.Gobot.A 30
0)
25 /O Trojan.Gobot. T 28
Trojan.Ghostbot.A 25
NOt DeteCted Worm.Mytob.BP 16
47% Worm.Mytob.GE 15
Worm.Gaobot.336 11
WOI’m c Trojan.Gobot.R 4
Doomjuice_A Worm.Winur.D 2
1 1% Worm.W32.Welchia.E 1
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e Doomjuice.B S
8% y-4s

9% Rl AL



IP

IP

N~
. w}"”t

I (] (G




Software |dumnet Mwcollect |KFSensor

ON *UNIX *UNIX Windows

Supported TCP Bagle Backdoor, | HTTP, SMTP, CIFS,

CIFS, WINS FTP, POP3, Telnet,

RDP(Terminal
Server), VNC, Relay

Overhead Very Low Low Low

Network Not Required | Required Required

Interface

URL http://tf.happyha | http://mww.mwc. | http://www.

cking.net/

ollect.org/
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mwcollect

g K FSensor
4

Policy Router

Static

\ Tunnel

,,,,,f'”'runnel x
.~ (TBD) . (TBD)
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