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default
e ::/0 fec0::/10

e ::1/128

fecO::/7
o :/128 RFCA193

IPv4 )
o ffff:/96 ff00::/8

e ffff:a.b.c.d _ .
) 2001:db8::/32

o /96 AS prefix

° ::a.b.C.d ® @ 2001db8/32

6to4

e fe80::/10 e 2002::/16
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e Ingress
e source address

reject

e source address
accept

e AS prefix reject
e EQgress
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e Ingress
e default

AS prefix orlonger reject

e as-path filter

e EQgress
e AS prefix accept
e private ASN reject
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e Ingress
e source address

reject

e source address
accept

e AS prefix reject
e Egress
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e Ingress
e default

prefix orlonger reject

e as-path filter

e Egress
e default

or longer reject
e AS prefix permit
e private ASN reject
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e Ingress
e source address

reject

e source address
accept

o AS prefix source
address reject

e Egress
®
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e BGP

e Ingress
v prefix exact accept
v prefix accept
e as-path filter
e Egress
e default

longer reject
e AS prefix accept
e private ASN reject
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e Ingress

®
source address accept
» TELNET / SSH/SNMP / FTP/ TFTP / NTP

¥ disable
e eBGP /IBGP neighbor address 179/tcp accept

® source address
accept

e Egress
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bogons routes

e |IANA RIR prefix accept

» 2003::/16 prefix-length-range /19-/32 accept
» 2600::/12 prefix-length-range /19-/32 accept
o 2a00::/16 prefix-length-range /19-/32 accept
b reject

RIR |X critical internet infra

o ARIN /48 root server
» APNIC RIPE/NCC /32
® &
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6to4
/8
/48 or longer
6bone




b6to4

e RFC3068

e 6t04 global prefix
v KDDI lab originate
e 2002::/16 192.88.99.0/24

e 6t04 relay anycast address
» 192.88.99.1
» 2002:¢058:6301.::

e reject ©

2005/10/07 Internet Routing Security Workshop




::/8

e I|Pv6

e IPV4
» ::/96 (RFC2893)
e IPV4
o :ffff:/96 IPVv6 IPv4 IPv6

Unicast address(RFC3513)

(unspecified address)
» ::/128 neighbor discovery
» |Pv6

» ::1/128
» IPv6 src / dst
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/48 or longer prefix

/48 prefix site

e accept ? reject ?
0] ¢




o RFC2471
e 3ffe::/16
2006 6 6 RFC3701

e 6bone

reject?
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o XSP

http://www.bugest.net/irs/

e IPv6 BGP filter recommendations,
http://www.space.net/~gert/RIPE/ipv6-
filters.html
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e |ANA

e |Pv6 Address Space,
http://www.lana.org/assignments/ipv6-address-space

e RFC

e |Pv6 Testing Address Allocation, RFC2471

e Transition Mechanisms for IPv6 Hosts and Routers,
RFC2893

e An Anycast Prefix for 6to4 Relay Routers, RFC3068

e Internet Protocol Version 6 (IPv6) Addressing
Architecture, RFC3513

e Unique Local IPv6 Unicast Addresses, RFC4193
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