DNS Anycast &
Routing ICRTF 5%

Interdomain Routing Security (IRS) Workshop 6
2005510R178

bHER e XREEE
7% MR75 @ JPRS
T HA ok @ 0CN



25
B

DNS AnycasticPid 3ID

B Operation of Anycast Services
O draft-ietf-grow-anycast-01+x+ (2005/07/18)

B BGP Anycast Node for Authoritative Name
Server Requirements

O draft-morishita-dnsop-anycast-node-
requirements-01.4xt+ (2005/07/18)

Routing ICRAUTCIFHZF LB TINTIL V()

B CORICL\SEAEREICInputDdSCENER
x5Ic{aSm0)Collaboration Work€EEZS5N S
m [-DOBEHH




RE

1.uRPFEIF({ER)

2. DNS Anycast&|3(1822)
3.DNS Anycast®€uRPF (1§8+a)

4.DNS Anycast&IRR




1. uRPF &lF ? (183)




uRPF &l

ZiIREE=HIAUIE Ingress Filter OF ik
B unicast Reverse Path Forwarding

FllR

B FNGRENESHZRIELENG)

B ZRIBIROZEIEICIGUTEINICHIIGD]RE
RR

n ZipliilERORICHLOIIEN T




uRPF &Ig(E5x)

RFC3704(BCP84)

B Ingress Filtering for Multi—-homed Networks

RPF(Reverse Path Forwarding)

B Loose Reverse Path Forwarding w/o Default
B Strict Reverse Path Forwarding

B Feasible Reverse Path Forwarding
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Strict Reverse Path Forwarding
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Feasible Reverse Path Forwarding
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Bogon route server in Tokyo - -
coming soon ! Please peer !
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. Home
Server Operator Locations IP Addr ASN
A [VeriSign Naming and Directory Services Dulles VA 198.41.04 19836
B |Information Sciences Institute Marina Del Rey CA 192.228.79.201/2001:478:65::53 | tba
C_ |Cogent Communications Herndon VA; Los Angeles;New York City; Chicago 192.334.12 2149
D |University of Maryland College Park MD 128.8.10.90 27
E [NASA Ames Research Center, Inc. Mountain View CA 192.203.230.10 297
Ottawa; Palo Alto; San Jose CA; New York City; San
Francisco; Madrid; Hong Kong; Los Angeles; Rome;
F |Internet Systems Consortium Auck!and; .Sao .Paulo; Beulr}g; Seoul; Moscow; Taipei; 192.5.5.241/2001:500::1035 3557
Dubai; Paris; Singapore; Brisbane;Toronto; Monterrey;
Lisbon; Johannesburg; Tel Aviv; Jakarta; Munich;
Osaka; Prague; Amsterdam; Barcelona; Nairobi
G |U.S. DOD Network Information Center Vienna VA 192.112.36.4 568
H [U.S. Army Research Lab Aberdeen MD 128.63.2.53/2001:500:1::803f:235 13
Stockholm; Helsinki; Milan; London; Geneva;
Amsterdam;Oslo; Bangkok; Hong Kong; Brussels;
I |Autonomica/NORDUnet Erg”_krf;‘go AEE:: I_Ef:::;‘j;e;zlfi‘l‘t’;gj'axﬁ:;'”gt°” 192.36.148.17 29216
Wellington; Johannesburg; Perth; San Francisco;
New York; Singapore; Miami; Ashburn (US); Mumbai
Dulles VA (4 locations); Mountain View CA; Seattle
s \ \ \ WA:Atlanta GA; Los Angeles CA; Miami FL;
J  |VeriSign Naming and Directory Services Sunnyvale GA; Amsterdam: Stockholm; London: 192.58.128.30 26415
Tokyo; Seoul; Singapore
London (UK); Amsterdam (NL); Frankfurt (DE);
Athens (GR); Doha (QA); Milan (IT); Reykjavik (IS);
K |Reseaux IP Europeens —Network Coordination Centre [Helsinki (FI); Geneva (CH); Poznan (PL); Budapest |193.0.14.129/2001:7fd::1 25152
(HU); Abu Dhabi (AE); Tokyo (JP); Brisbane (AU);
Miami (US)
L [Internet Corporation for Assigned Names and Numbers|Los Angeles 198.32.64.12 20144
M [WIDE Project Tokyo; Seoul (KR); Paris (FR) 202.12.27.33/2001:dc3::35 7500

http:/ /www root-servers org/ &tl
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B 4 4 Routing Considerations
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8.4 5 Reverse Path Forwarding Checks

Reverse Path Forwarding (RPF) checks, first described in [RFC2267], are
commonly deployed as part of ingress interface packet filters on routers
in the Internet in order 1o deny packets whose source addresses are
spoofed (see also RFC 2827 [RFC2827]). Deployed implementations of RPF
make several modes of operation available (e.g. "loose’ and "strict’).

Some modes of RPF can cause non-spoofed packets to be denied when they
originate from multi-homed site, since selected paths might legitimately
not correspond with the ingress interface of non-spoofed packets from
the multi-homed site, This issue is discussed in [RFC3704].

A collection of anycast nodes deployed across the Internet is largely
indistinguishable from a distributed, multi-homed site to the routing
system, and hence this risk also exists for anycast nodes, even if
individual nodes are not multi-homed, Care should be taken to ensure
that each anycast node is treated as a multi-homed network, and that the
corrﬁspondinq recommendations in [RFC3704] with respect 1o RPF checks
are heeded.
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% whois -h whois.ranet. as3557

aut-num: AS3557

as-hname: ISC-CALIFORNIA

descr: Internet Systems Consortium, Inc.

admin-c: PV860-RIPE

tech-c: JA856-RIPE

export: 1o AS3557:AS-FLN announce AS3557 AND {19255.0/24}
export: 1o AS-ANY announce AS3557:AS-ISC

mp-export: afi ipv4d +to AS- ANY announce AS3557:AS-ISC
mp-export: afi ipv4 +o AS3557:AS-FLN announce AS3557 AND {19255.0/24}
mp-export: afi ipvé to AS- ANY announce AS3557:AS-ISC6
mp—exlfom‘: afi ipvb 1o AS3557:AS-FLN announce AS3557 AND {2001:500::/48}
remarks: --------- - -~ —~ -~~~ -~~~ -

remarks: Contacts per RFC2142.

remarks:

remarks: Abuse/UCE: abuseeisc.org

remarks: Security: noceisc.org

remarks:

remarks: Peering information can be found at

remarks: http:/ /www.isc.org/peering

remarks: ----------------- - - - - - - -~ -~ -~~~ —~—~—~—~—~—~—-

notify: noc chateisc.org

mnt-by: MAINT-ISC

changed: jableyeisc.org 20050124
source: RIPE
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