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attack )
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� ARP

� snmpwalk

� route-map

clear ip bgp nei xxx soft in

� show
� show ip bgp route detail (pager off )

� show tech
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Quagga bgpd

� bgpd 179 wildcard bind

� 1 1
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(-l )
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bgpd –d –l 192.168.0.1 –A 192.168.0.1 –i 
/var/run/quagga/192.168.0.1.pid -f bgpd-1.conf



Quagga bgpd

quagga@test15 ~% ps xww
PID  TT  STAT      TIME COMMAND

62687  ??  Ss     0:17.51 /usr/local/sbin/bgpd -l 192.168.0.1 -A 192.168.0.1 
62689  ??  Ss     0:17.70 /usr/local/sbin/bgpd -l 192.168.0.2 -A 192.168.0.2
62691  ??  Ss     0:16.86 /usr/local/sbin/bgpd -l 192.168.0.3 -A 192.168.0.3
62693  ??  Ss     0:16.26 /usr/local/sbin/bgpd -l 192.168.0.4 -A 192.168.0.4
62695  ??  Ss     0:15.86 /usr/local/sbin/bgpd -l 192.168.0.5 -A 192.168.0.5
62697  ??  Ss     0:18.00 /usr/local/sbin/bgpd -l 192.168.0.6 -A 192.168.0.6
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62697  ??  Ss     0:18.00 /usr/local/sbin/bgpd -l 192.168.0.6 -A 192.168.0.6
62699  ??  Ss     0:17.02 /usr/local/sbin/bgpd -l 192.168.0.7 -A 192.168.0.7
62701  ??  Ss     0:16.45 /usr/local/sbin/bgpd -l 192.168.0.8 -A 192.168.0.8
62703  ??  Ss     0:16.07 /usr/local/sbin/bgpd -l 192.168.0.9 -A 192.168.0.9

<snip>



� Foundry RX 1 /3 100 CPU 1%
� 5 /15 100

� 1 /3
sho ip bgp -F 

5 /15

� BGP

IRS132007/6/29

� BGP
� Quagga

� BGP KeepAlive
Holdtime Expired

� Holdtime 179 Syn Attack

�



�

� 2006/10/11 JPIX

� 2006/10/18 DIX-IE

� 2006/10/25 NSPIXP3

IRS132007/6/29

2006/10/25 NSPIXP3

� 2006/11/01 JPIX

� 2006/11/08 JPNAP

� m(__)m



(Foundry RX )

router bgprouter bgprouter bgprouter bgp
neighbor xx.xx.xx.xx neighbor xx.xx.xx.xx neighbor xx.xx.xx.xx neighbor xx.xx.xx.xx timers  keeptimers  keeptimers  keeptimers  keep----alive 5  holdalive 5  holdalive 5  holdalive 5  hold----time 15time 15time 15time 15

clear ip bgp nei xx.xx.xx.xxclear ip bgp nei xx.xx.xx.xxclear ip bgp nei xx.xx.xx.xxclear ip bgp nei xx.xx.xx.xx

•

※ Keepalive Holdtime
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#sho ip bgp nei xx.xx.xx.xx#sho ip bgp nei xx.xx.xx.xx#sho ip bgp nei xx.xx.xx.xx#sho ip bgp nei xx.xx.xx.xx
1   IP Address: xx.xx.xx.xx, Remote AS: xxx (EBGP)1   IP Address: xx.xx.xx.xx, Remote AS: xxx (EBGP)1   IP Address: xx.xx.xx.xx, Remote AS: xxx (EBGP)1   IP Address: xx.xx.xx.xx, Remote AS: xxx (EBGP)

Description: xxxxxxxxDescription: xxxxxxxxDescription: xxxxxxxxDescription: xxxxxxxx
State: ESTABLISHED, Time: 227d3h21m6s, State: ESTABLISHED, Time: 227d3h21m6s, State: ESTABLISHED, Time: 227d3h21m6s, State: ESTABLISHED, Time: 227d3h21m6s, KeepAliveTime: 5, HoldTime: 15KeepAliveTime: 5, HoldTime: 15KeepAliveTime: 5, HoldTime: 15KeepAliveTime: 5, HoldTime: 15

KeepAliveTimer Expire in 3 seconds, HoldTimer Expire in 13 secondsKeepAliveTimer Expire in 3 seconds, HoldTimer Expire in 13 secondsKeepAliveTimer Expire in 3 seconds, HoldTimer Expire in 13 secondsKeepAliveTimer Expire in 3 seconds, HoldTimer Expire in 13 seconds
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※ Keepalive Holdtime



( AX )

•

xxxx(config)# showxxxx(config)# showxxxx(config)# showxxxx(config)# show
bgp yesbgp yesbgp yesbgp yes

externalpeeras xxxexternalpeeras xxxexternalpeeras xxxexternalpeeras xxx
peer xx.xx.xx.xxpeer xx.xx.xx.xxpeer xx.xx.xx.xxpeer xx.xx.xx.xx

ipv4ipv4ipv4ipv4----uniuniuniuni
refreshrefreshrefreshrefresh

※ Holdtime

Keepalive 1/3
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•

refreshrefreshrefreshrefresh
holdtime 15holdtime 15holdtime 15holdtime 15

xxxx# sho ip bgp neighbors xx.xx.xx.xxxxxx# sho ip bgp neighbors xx.xx.xx.xxxxxx# sho ip bgp neighbors xx.xx.xx.xxxxxx# sho ip bgp neighbors xx.xx.xx.xx
BGP Peer: xx.xx.xx.xx , Remote AS: xxxBGP Peer: xx.xx.xx.xx , Remote AS: xxxBGP Peer: xx.xx.xx.xx , Remote AS: xxxBGP Peer: xx.xx.xx.xx , Remote AS: xxx
Remote Router ID: xx.xx.xx.xxRemote Router ID: xx.xx.xx.xxRemote Router ID: xx.xx.xx.xxRemote Router ID: xx.xx.xx.xx

BGP Status: Established         BGP Status: Established         BGP Status: Established         BGP Status: Established         HoldTime: 15HoldTime: 15HoldTime: 15HoldTime: 15
Last Keep Alive Sent: 11:16:18  Last Keep Alive Received: 11:16:20Last Keep Alive Sent: 11:16:18  Last Keep Alive Received: 11:16:20Last Keep Alive Sent: 11:16:18  Last Keep Alive Received: 11:16:20Last Keep Alive Sent: 11:16:18  Last Keep Alive Received: 11:16:20
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Juniper

� JUNOS 8.2 ??
20 Holdtime

Notification Message (3), length: 21, OPEN Message Error (2), 
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Notification Message (3), length: 21, OPEN Message Error (2), 

subcode Unacceptable Hold Time (6)
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JUNOS

� 20
Holdtime

neighbor x.x.x.x {

minimum-hold-time 15;
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� 5 /30

� 10 /30

#sho ip bgp nei xx.xx.xx.xx

1   IP Address: xx.xx.xx.xx, Remote AS: xxxx (EBGP)

State: ESTABLISHED, Time: 150d1h34m13s,

KeepAliveTime: 5, HoldTime: 30

KeepAliveTimer Expire in 4 seconds, HoldTimer Expire in 29 seconds
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� 5 /15 5 /15

6 /20

� Juniper

KeepAliveTimer Expire in 4 seconds, HoldTimer Expire in 29 seconds

Peer ID: xx.xx.xx.xx  Local ID: xx.xx.xx.xx   Active Holdtime: 20

Keepalive Interval: 6 Peer index: xx
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