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"BGP Session Teardown due to AS CONFED_SEQUENCE in AS4_PATH"
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RFC4893(BGP Support for Four-octet AS Number Space) Tl&. confederation4}
~DIEIKEZERF =012, AS4 _PATH attribute JIZAS CONFED_SEQUENCEH LU
AS_CONFED_SETZAELEDEAELTLNS,

===RFC4893 Section 3—-EB#j*’.'1':::::::::::::::::::::::::::::::::::::
To prevent the possible propagation of confederation path segments outside of a
confederation, the path segment types AS_ CONFED_SEQUENCE and

AS CONFED_SET [RFC3065] are declared invalid for the AS4 PATH attribute.
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a. AS-PATHR®D4byteAS(AS131079)%AS_TRANS(AS23456)IZ L
b. AS4-PATHZ4AERR

3. Router-Yl&Confederation¥MZ /G &3 BRI,
a. AS-PATHR®MAS_CONFED SEQUENSE(AS65001)IXAS200I=Z i
b. AS4-PATHIZEBIRTEY . TDFEF@EiB(optional transitive[&H¥)
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CONFED_SEQUENSEM&EFENTLVST=8PeerZreset
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Peer reset
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x.x.X.0/24
AS-PATH : 131079

AS131079 AS200(confederation

Router-A

x.X.X.0/24
AS-PATH : (65002) 23456 AS752 1
S65002 AS6500
=

BGP ANNOUNCE
x.X.X.0/24

BGP ANNOUNCE
x.X.x.0/24

AS-PATH : (65002) 23456 Z}
ASA4-PATH : (65002) 131079

BGP ANNOUNCE
x.X.X.0/24
AS-PATH : 131079

AS-PATH : 200 23456

AS4-PATH : (65002) 131079 ]
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Router-Z(OpenBGPD)H»\ 4 [E M &£ 572 UPDATEZ % {& L TnotificationZ
Router-YIZZ&E>1=F . Router-YTIXZD LS57%EloghHE T,

[ AbyteJEXF hJUNOS<8.3R3.4> ]

Jan 26 16:57:38 Router-Y rpd[3178]: RPD_BGP_NEIGHBOR_UPDOWN: bgp_event: peer 192.168.1.252 (External AS 7521) old state
OpenConfirm event RecvKeepAlive new state Established

Jan 26 16:57:38 Router-Y rpd[3178]: bgp_read_v4_message: NOTIFICATION received from 192.168.1.252 (External AS 7521): code 3
(Update Message Error) subcode 11 (AS path attribute problem)

Jan 26 16:57:38 Router-Y rpd[3178]: RPD_BGP_NEIGHBOR_UPDOWN: bgp_event: peer 192.168.1.252 (External AS 7521) old state
Established event RecvNotify new state Idle

Jan 26 16:58:10 Router-Y rpd[3178]: RPD_BGP_NEIGHBOR_UPDOWN: bgp_event: peer 192.168.1.252 (External AS 7521) old state
OpenConfirm event RecvKeepAlive new state Established

------ BARE , AU L

AbyteIEXT it Cisco 105<12.4(15)T1>

00:32:56: %BGP-5-ADJCHANGE: neighbor 192.168.1.252 Up

00:32:56: %BGP-3-NOTIFICATION: received from neighbor 192.168.1.252 3/11 (invalid or corrupt AS path) 0 bytes
00:32:56: %BGP-5-ADJCHANGE: neighbor 192.168.1.252 Down BGP Notification received

00:33:34: %BGP-5-ADJCHANGE: neighbor 192.168.1.252 Up

------ PCE Db {pm—
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[ Abyte Xt itxJUNOS<9.3R2.8> ]

Router-Z> show route protocol bgp x.x.x.0/24 detail

inet.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
X.X.X.0/24 (1 entry, 1 announced)
*BGP Preference: 170/-101

Next hop type: Router, Next hop index: 530

Next-hop reference count: 2

Source: 192.168.1.3

Next hop: 192.168.1.254 via ge-0/0/0.0, selected

State: <Active Ext>

Local AS: 7521 Peer AS: 200

Age: 13:54

Task: BGP_2.192.168.1.3+18323

Announcement bits (1): 0-KRT

AS path: AS2 PA[2]: 200 AS_TRANS

AS path: AS4 PA[1]: (65002) 131079

AS path: Merged[2]: 200 131079 |

Accepted

Localpref: 100

Router ID: 10.0.0.1

Abyte X JitsCisco 10S-XR<3.6.0>

Router-Z#show bgp ipv4 unicast x.x.x.0/24
BGP routing table entry for x.x.x.0/24
TINVTEDAyE—D
bgp[125]: [rtr]: UPDATE from 192.168.1.3 contains nexthop 192.168.1.254/32, gw_afi=0,flags O,
nlri-afi=0
bgp[125]: [rtr]: Ignoring AS_CONFED_SEQUENCE segment in NEW_ASPATH
Not ad . any peer
Path #.: Received by speaker O
200 2.7, (received & used)
192.168.1.254 from 192.168.1.3 (10.0.0.1)
Origin IGP, localpref 100, valid, external, best

quagga-0.99.11

Router-Z# show ip bgp x.x.x.0/24
BGP routing table entry for x.x.x.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Not advertised to any peer
200 (65002) 131079
192.168.1.254 from 192.168.1.3 (10.0.0.1)
Origin IGP, localpref 100, valid, external, best
Last update: Mon Feb 16 01:31:03 2009
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