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nanog@nanog.org 8/18

——————————————————————— Original Message -----------------------
From: "Ballard, Eric" <Eric.Ballard@suddenlink.com>
To: "nanog-post@rsuc.gweep.net”" <nanog-post@rsuc.gweep.net>, randal k

<nanog@data102.com>, "nanog@nanog.org" <nanog@nanog.org>, "as9354@cnci.co.jp"
<as9354@cncl.co.Jp>

Date: Mon, 17 Aug 2009 17:21:08 -0500

Subject: RE: Anyone else seeing "(invalid or corrupt AS path) 3 bytes Eo1100" ?

With the help from our transit providers and Cisco TAC the issues looks to be that AS9354 is
sending ASo and causing the corruption when processed in our Cisco CRS routers.

AS9354 shows to be Community Network Center Inc. (CNCI) or TDNC and directly connected
to KDDI AS2516.

If anyone from AS9354 is on this list please contact me or stop this advertisement or someone
from KDDI please assist.



2009/9/14

Several BGP peers were down

- bgp_read_v4_message: NOTIFICATION received from
xxX.xxx.xxx.xxx (ExternalAS 65400):

- code 3 (Update Message Error) subcode 11 (AS path
attribute problem), Data: eo 11 00

e:
1:optional

1 transitive

1 partial

o attribute length=10ctet
0:

0x11=17

Value Code Reference
1 ORIGIMN [REC4271]
2 AS_PATH [REC4271]
3 NEXT_HOP [REC4271]
4 MULTI_EXIT_DISC [REC4271]
5 LOCAL_PREF [REC4271]
6 ATOMIC_AGGREGATE [REC4271]
7 AGGREGATOR [REC4271]
3 COMMUNITY [REC1997]
9 ORIGINATOR_ID [REC4456]
0 CLUSTER_LIST [REC4456]
i DPA [Chen, E.. Bates, T.. "Destination Preference Attribute for BGP", Work in progress. March 1996.]
12 ADVERTISER (Historic) [REC1863][RFC4223]
13 RCID_PATH / CLUSTER_ID (Historic) [REC1863][RFC4223]
14 MP_REACH_MNLRI [REC4T760]
15 MP_UNREACH_MLRI [REC4760]
16 EXTENDED COMMUNITIES Eric_Rosen draﬂ—ramachandra—ht\t:—ext—cnmmumtie_s—(]ﬂURFC-iSGG]
B S St
18 AS4_AGGREGATOR [REC4893]
19 SAF| Specific Attribute (SSA) [Gargi_Malawade][draft-kapoor-nalawade-idr-bgp-s53-00][draft-nalawade-idr-mdt-s afi-00][draft-wijnands-mt-disc overy-00]
20 Connector Attribute [Gargi_Malawade][draft-kapoor-nalawade-idr-bgp-ssa-00][draft-nalawade-idr-mdt-safi-00][draft-wijnands-mt-discovery-00]
21 AS_PATHLIMIT (TEMPORARY - Expires 27 October 2007) | [draft-istf-idr-as-pathlimit]
22 PMSI_TUNMEL (TEMPORARY - Expires 19 June 2008) [draft-igtf-|3vpn-254 This-mcast-byp]
23 Tunnel Encapsulation Attribute [REC5512]
24 Traffic Engineering [RECE543]
25-254 | Unassigned
255 Reserved for development

00: path attribute length

http://beta.iana.org/assignments/bgp-parameters/bgp-parameters.xml#bgp-parameters-2
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BGP Update @ AS38639

Aug 18 02:07:25.304209 BGP RECV message type 2 (Update) length 61

Aug 18 02:07:25.304223 BGP RECV flags 0x40 code Origin(1): IGP

Aug 18 02:07:25.304236 BGP RECV flags 0x40 code ASPath(2) length 6: 4713 9354
Aug 18 02:07:25.304247 BGP RECV flags 0x40 code NextHop(3): x.X.x.X

Aug 18 02:07:25.304256 BGP RECV flags 0x80 code MultiExitDisc(4): 0

Aug 18 02:07:25.304266 BGP RECV flags oxeo code AS4Path(17) length o: <null>
Aug 18 02:07:25.304287 BGP RECV XXX.XXX.192.0/20 , XXX.XXX.112.0/20

Aug 18 02:07:25.304368 bgp_ rev_nlri: xxx.xxx.192.0/20

Aug 18 02:07:25.304398 bgp_rcv_nlri: xxx.xxx.192.0/20 duplicate update

Aug 18 02:07:25.304409 bgp_rev_nlri: xxx.xxx.112.0/20

Aug 18 02:07:25.304425 bgp_rev_nlri: xxx.xxx.112.0/20 duplicate update
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http://irs.ietf.to/past/docs_20090218/irs19_ MK_IRS_AS4_PATH.pdf

awduniper

%:E,%:E)a) Fﬂﬂﬁ 01.207.218.0/23

Path Attributes - Origin: Incomplete

- N =30y Flags: 0x40 (Well-known, Transitive, Complete)
4 byte ASﬁFE\JUﬂOS(Rglulﬁ)lhb L _C‘ Origin: Incomplete (2)
Confederation{§ /A AND AS_PATH: xx Xx 35320 23456 (13 bytes)

AS4_PATH: (65044 65057) 196629 (7 bytes)

NEW to OLD Z ks

AS4_PATH attributelZ. confed-segment {CONFED_AS_SET /
CONFED_AS_SEQUENCE} Z{F(F=FFHLTLFD
- rfc4893 violation
“To prevent the possible propagation of confederation path
segments outside of a confederation, the path segment types
AS_CONFED_SEQUENCE and AS_CONFED_SET [RFC3065] are
declared invalid for the AS4_PATH attribute. “

PR417046
* 9.1R4, 9.2R4, 9.3R3, 9.4R2, 9.4R1, 9.4R1.3 [T TEE K H

Copyright @ 2007 Juniper Networks, Inc. Proprietary and Confidential www. juniper.net
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