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global Internet traffic was disrupted for a period of about 30 nimutes. The following article provides some background
information on the experiment itsslf and its effect on the networle
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Background on RIS Experiments

As part of its mission, the FIPE MCC works with other members of the Internet technical commundty to contribute towards the secure and stable
operation of the network. The PIPE NCC Pouting Information Service (RI5) has a long tradition of supporting Internet researchears.

Since 2002, the PIShas announced a set of beacon prefives [http:/ /wwivripe net ris /docs ‘beacon btml] . These prefives are announced and
withdrawn at predictable times, to assist in propagation and flap dampenimg research. In 2007, the RIS was the second network in the world to start
anmouncing a prefo: from a 4-byte AS oumber. This helped operators test their 4-byte AS capabdlities and allowed us to measure the effectivensss of
the transition mechanisms for 4-byte AS Numbers.

The announrements made by BIS are also a vital part of the De-bogon Project [hitp: //ris ripe net/debogon ] , with FIS measuring the visibdity of
former bogon prefces. We have also done measurements on traffic attracted after announcing 1/G [ franz content-pollution-13] , work later
extended by APNIC.

The Experiment

Avresearch group at Dmke University in the United States approached the RIPEMOC for help with experimental research. This groap is working on a
secure Border Gateway Protocol (BGE) desizn, in which optional transitive attribwtes are used to propagate some of certification information. In order
toestimate the feasibility of such a design, they asked the BIPE MCC to announce a route resembling thedir design from the IS network.

The design of BGP allows rontes to have an attribute that is not recognized by the BEP implementation. If this attribate is set as transitive, it is passed
toother routers, without intermediate routers understanding what it actually means. This aspect of the protocol has been key for the transition to
4-byte AS Mumbers.
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