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# telnet localhost bgpd
Escape character is ' 7] .

Ident SRxVal SRxLP

Hello, this is QuaggaSrx (version 0.99.16-0.3.0.C Status

Copyright 1996-2005 Kunihiro Ishiguro, et al. k> DE83681B V(V _) + 200
User Access Verification *> FBF4BES7 n(‘n,—') -+ 100,

Password:
bgpd> en
bgpd# sh ip bgp

BGP table version is 0, local router ID is 192. 41
Status codes: s suppressed, d damped, h histor d, > best, i - internal
r RIB-failure, S Stale, R Rer

Validation: v = valid, n - notfour < invalid, ? - undefined
SRx Status: I - route ignored, SRx evaluation deactivated
SRxVal Format: validation resy” ~<origin validation, path validation)
| Origin codes: i - IGP, e —74, ? - incomplete
202.12.30.0 192. 41.192. 226 200s 0 65001 2515 |
202.12.31.0 192. 41.192. 226 100s 0 65001 2515

SRxVal SRxLP Status Network Next Hop Metric LocPrf Weight Path
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NIST BGP-SRx C!7?

Quagga SRx configuration ....................
SRx Configuration settings ...ccoevvvevevennnn,
Configure BGP5ec path validation.........
SRx Policy Configuration ....ccceeevveeenennn..

Display commands ....cocvirmmimiissinasisn
SRx Configuration Display ..ccceeverenvennne.
SRx Related BGP Display ..ccovvvevceevnennnns

QuaggaSRx Users Manual
https://www-x.antd.nist.gov/bgpsrx/documents/QuaggaSRxUsersManual-4-1-a.pdf
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Zimzanff
TCPaR4YY 3y / TCPaR4oY 3y
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BGP BGP BGP
IL—5—A IL—5—B IL—45—C
(AS001) (AS002) (AS003)
‘ ‘ ‘ ‘ ‘ ‘ AS/ (X

10.0.1/24, AS002, AS001
10.0.1/24 10.0.2/24 10.0.2/24, AS002

AS/ (X
10.0.1/24, ASO01
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BGPSEC Path Signature

v

AS001 AS003

NLRI : 10.0.1/24
AS_Path: AS002 AS001
BGPSEC_Path_Signatures
AS001 sig {10.0.1/24, AS001, AS002}
AS002 sig { {10.0.1/24, AS001, AS002} , AS003}

NLRI: Network Layer Reachability Information (xwv kD —2OEZ|EHIEHR)
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BGPSEC Path Signature

AS001

NLRI: 10.0.1/24
AS_Path: AS003 AS002 AS001
BGPSEC_Path_Signatures
AS001 sig {10.0.1/24, AS001, AS002}
AS002 sig { {10.0.1/24, AS001, AS002} , AS003}
AS003 sig { {10.0.1/24, AS001, AS002, AS003} , AS004
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BGPSEC(EI BEFELDDUVEBGP Updated A wt—%#FNT, BGPIL—4—ICHL

B EDDERZIRHETEDLDICTBMEHEA#THD,
’%FSthché%%% (1)7R1E/RXAS Path (2)More specifick®i& (3)&5U\AS PathdEBFIH
(4)Kapela/Pilosov Attack(#EdDUpdate X v t7—H4E4E)

https://www.internetsociety.org/publications/isp-column-june-2011-securing-bgp-bgpsec (Zh
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d) @)  Tuesep20, 2:24 AM CentOS-6.5 BGPSRx

ome/ &=l rnnt@lncalhl:_bst:fetc - 0O x

File Edit View Search Terminal Help

[root@localhost etc]#
@localhost etc]# telnet localhost bgpd

2016/09/28 ©2:22:47 BGP: Wty connection from ::
EessiiConnected to localhost.
file Escape character is '*]°'

Hello, this is QuaggaSrx (version 8.3.1.1).
Copyright 1996-2805 Kunihiro Ishiguro, et al.

updiUser Access Verification

Password:

bgpd= en

Password:

bgpd# conf term

bgpd(config)# router bgp 65080

bgpd(config-router)# srxl evaluation bgpsec

% [BGP] Unknown command: srxi evaluation bgpsec

bgpd(config-router)# srx evalua

bgpd(config-router)# srx evaluation bgpsec

bgpd(config-router)# srx set-pah

bgpd(config-router)# srx set-path

bgpd(config-router)# srx set-path-value
invalid The route originations default validation value is invalid
undefined The route originations default validation value is undefined
valid The route originations default validation value is valid

bgpd({config-router)# srx set-path-value undefined

bgpd(config-router)# neighbor 192.168.10.2 bgpsec send]

me... roo@localhost:etc B o = ] -
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BGP-SRx 0.4.2 Software Suite

* QuaggaSRx: * BGPSEC-10:
* RPKI / BGPSec Router * BGPSEC Traffic Generator
* SRx Server: * RPKI-RTR-SVR:
* RPKI / BGPSec Validation Server * RPKI Validation Cache Simulator
BGPSEc Traffic - _ = ROA Script
10.0.0.0/8, 10 20 30 65530 RPKI-RTR-SRV add 10.0.0.0/8 16 65530
10.10.0.0/16 30 65530 SRx-Server Cache add 10.10.0.0/16 24 65530
10.20.0.0/16 100 200 65531 Test Harness add 10.20.0.0/16 24 65531

4

4

Process RPKI Validation Requests
Process BGPSEC Path Validation

\ 4

BGPSEC-IO

Validation

BGP4/BGPSec BGP4/BGPSec

QuaggaSRx Some BGPSec Router http://bgpsrx.antd.nist.gov
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e BGPORRIE I« LT —{ED>TWNDF?

e Prefix 7«4 )LFY—7? / AS PathDJ <)L 5F—7?

e [EIN/Z & Origin Validation & D Path
Validation OAMNEHF LFED ? |

(yes/no)
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