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RTBH(Remotely Triggered Black-Hole Routing)

ISP L5

Dst NH
d a.a.a.a null0

1 a.a.a.a null0
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match community <AS>:666
then set community 65535:666

FRESERIL—5
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ip route X.X.X.X/32 nullO
static-to-BGP
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FOE ) IBGP _
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RTBHFH D BGP community

e |[ETF GROW WGIZTCommunity® @ 1L D12
;|§I< 7b§éh—c- L \ é (draft-ietf-grow-blackholing)
— 65535:666 27325 RiAH

Motivation: Different Triggers for Blackholing

» Different triggers for Blackholing at IXPs (selection):
* DE-CIX Apollon  Blackhole IP Address: FRA: 80.81.193.66, NY: 206.130.10.66

* Netix Blackhole Community: 65499:999

* MSK-IX.ru Blackhole Community: 0:666 ¥

* NIX.CZ Fenix: RTBH

* TPIX.pl Blackhole Community: 29535:666 ¥

% Policy control at route servers

* Different triggers for Blackholing at ISPs (selection):

* |nit7: Blackhole Community: 65000:666
* Team Cymru: Blackhole Community: 64496: 666
* Hurrican Electric: Blackhole Community: 6939:666
* NTT: Blackhole Community: 2914:666

* Proposal: One commonly agreed way to trigger Blackholing at IXPs and
ISPs -> Internet Draft




Selective RTBH
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- BEIRDIFYERLIZDWTIZTSvIR—ILEE 1<
HWSELREDFRAAENEZLND
« {5:AS2914

Selective Blackhole communities

2914:661
2914:663
2914:660
2914:664

only blackhole inside the region the announcement originated
only blackhole inside the country the announcement originated
only blackhole outside the region the announcement originated

only blackhole outside the country the announcement originated
https://www.us.ntt.net/support/policy/routing.cfm
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traceroute

T=5w
—JL

AS2914 *
BN LDRL—XR

S traceroute -a X.X.X.X

traceroute to x.x.x.x (Xx.x.x.x), 64 hops max, 52 byte packets

1 [AS19230] 31.133.160.3 (31.133.160.3) 4.869 ms 3.705 ms 3.897 ms

2 [AS56554]31.130.232.18 (31.130.232.18) 7.053 ms 1.354 ms 1.258 ms

3 [AS27757] 190.216.88.9 (190.216.88.9) 1.614 ms 5.052 ms 5.173 ms

4 [AS22566] po2-30g.ar2.mia2.gblx.net (67.17.106.162) 132.509 ms 133.579 ms 130.583 ms

5***

6 *AC
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looking glass
https://www.us.ntt.net/support/looking-glass/
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RTBH - Lessons Learned

* Selective RTBHTH , BEZAAME D EIFH (A

b T A ZEEELTH,

e IVRI—YDIEFE A
o=KLy

= X

1 THENEE

HEEOMNES

— Looking Glass7&& . RTBHD IR R A RIETESFED

YA A
e JANOG38 BoF(*)&UY

— O TV TaNAA ELTIE, RTBHIZ A[H5F>TLY
HWZEIZIEAD T, BT HxFRMNAARLLY

(*)https://www.janog.gr.jp/meeting/janog38/program/ddos.html
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ELEO R

e Team Cymru:”IP to ASN Mapping” 7 A< Tk

— http://www.team-cymru.org/IP-ASN-
mapping.html
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— YR DprefixZX LT, ASEELEEEFIC
¢ 2016.09.19TCD % F|FH

% dig TXT 8.8.8.origin.asn.cymru.com

;; ANSWER SECTION:
8.8.8.origin.asn.cymru.com. 14400 IN TXT "15169 | 8.8.8.0/24 | US | arin |”




Prole announce by different origin

B same
B diff
B none

VO
diff: [GERSNT=prefix DA & cymru
TEIW AN UNELGHIGEE
same: LI5S
none: cymrut—E AMG| TG E

Prole Longer announcement

eq
longer
shorter
none

prefixf LLER
longer: LRSI f=prefixD prefix K HY,
cymru TV =8 D KXY RWNGE
eq: RICEHS

shorter: 52LME &




Prolexic: -by or -via AS-PROLE

2500
2000

1500

@: by_prole/diff origin:44
1000

@: by_prole/same origin:276

500

0

by_prole via_prole

AS-PROLEDNA U MEH

®: via_prole/diff origin:146
@: via_prole/same origin:2228

B none
B diff
B same
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via_prole: AS-PROLEAY/ N R DR
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@: by_prole/diff origin: 44
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@: by_prole/diff origin: 44

Prolexic: 1.by_prole/diff origin prefix_len Prolexic: 1.by_prole/diff origin is_longer

B longer
B eq

Updated: 5 hours ago Updated: 4 hours ago

Prolexic: 1.by_prole/diff origin country ’ Prolexic: 1. by_prole/diff origin is_stable

us
JP

GB
CA
NL
SG
AU
DE
ES

MA
W

B unstable
B stable




@: by prole/same origin: 276
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@: by prole/same origin: 276

Prolexic: 2.by_prole/same origin prefix_len Prolexic: 2.by_prole/same origin is_longer

24
22
21
23

eq
longer
shorter

Updated: 5 hours ago Updated: 4 hours ago

Prolexic: 2.by_prole/same origin country Prolexic: 2. by_prole/same origin is_stable

M stable
M unstable
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SA
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NL
SG
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@: via_prole/diff origin: 146

Prolexic: 3.via_prole/diff origin prefix_len Prolexic: 3.via_prole/diff origin is_longer

B eq
B longer
B shorter

24
22
23
21
20

Updated: 5 hours ago Updated: 4 hours ago

Prolexic: 3.via_prole/diff origin country Prolexic: 3. via_prole/diff origin is_stable

M stable

us|
M unstable

CA
AU
GB
HK
DE
MX
EE
GI
EU
TR
TW




@: via_prole/same origin: 2228
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@: via_prole/same origin: 2228

Prolexic: 4.via_prole/same origin prefix_len

Updated: 5 hours ago

Prolexic: 4.via_prole/same origin country

24
23
22
21
20
16
19
15
18

us|
GB
CA
AU
DE
BE
BR
NL
FR
SE
cH
SA
HK

Prolexic: 4.via_prole/same origin is_longer

Updated: 4 hours ago

Prolexic: 4. via_prole/same origin is_stable

H eq
M longer
B shorter

B stable
B unstable
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